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Problem Formulation

Lower bounded

f* = argmin f(x)

non-convex # good clients

min

Empirical
risk/loss

# model
parameters

Local loss function

fi(z) = E¢up, [fe(z)]

In our work, we use the following notation
e G is the set of regular clients with cardinality G = |G|

e B =n|\ G is the set of Byzantine clients
o The fraction of Byzantine clients is bounded: 1Bl/n < 6y, < 1/2

Differential Privacy and Robust Aggregation

Definition (Dwork et al., 2014). A randomized method
M : D — R satisfies (e, d)-Differential Privacy if for any two
datasets D, D" € D that differ in 1 sample and for any S C R

P(M(D) e S) < eP(M(D') € S)+0. (1)

Definition (Allouah et al., 2023). The aggregation rule
RAgg is said to be (dyy,, ¢)-robust for some ¢ > 0 if for any vectors
{x1,...,2,} CR?and any subset S C [n] of size n — |B| the
output £ = RAgg(x1, ..., x,) satisfies

A _ C5b Z — 12
Iz —z|* < —= |zi — 2| (2)
n — |B] %

- 1
where T = 1B > ics T

Proposed Algorithm

Algorithm 1: Byz-Clip21-SGD2M

Input: 2" € X, v > 0, B,B c (0,1, v) = ¢! = m? € R?,
>0, 02 >0

Fort=0,.... T —1do

7 = ot — gt

For : € ¢ do
v = (1= B + BV fi(x", &)
Wit ~ N(0,021)

e = clip (vt — gf) +wit
g™t = gt + Belip, (v — gh)

End For

For : € B do

i = (%)

End For
mit™h = m! + Bt ) for i € [n]

g™t =RAgg(mi™, ..., ml)
End For

sends arbitrary vector
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Table 1: Convergence guarantees of algorithms in the presence of Byzantine and/or DP adversaries. O hides logarithmic and decaying-with-T" terms. Notation:

(s)CVX=(strongly) convex functions, nCVX=non-convex functions, DP=supports differential privacy, BR=supports Byzantine robustness, E=in-expectation analysis, P=high-

probability analysis.

Method Utility DP BR Assumptions é gg‘:&gﬂils ype
SoteriakL ~ ( Vd .
(Liu et al., 2022) O (\/58) v o X M-bounded gradients nCVX, local DP E
a-Norm ~ (Vi (a) L-smoothness
(Shulgin et al., 2025) O (\/@: T R) o X Full-batch gradients nCVX, local P E
Clip21-SGD2M ~( va\W® L-smoothness
(Islamov et al., 2025) O (\/@e) o X o-sub-Gaussian noise nCVX, local DP P
Byz-SGDM ~ C L- th
(Karimiregifdy et al., 2020) O (5byzc2>( | X v Bous:inecaova?izsnsce nCVA :
Robust D-SHB ~ 5 L-smoothness nCVX
(Allouah et al., 2023) O (0by,M7) X v Full-batch gradients CVX E
Byz-VR-MARINA ~ 5 L-smoothness
(Gorbunov et al., 2022) O (Ony() x v Local functions are finite-sums nCVA :
(Allofaal}f:{ meiogg) O (gha+ 2+ 0puM?) /' M-bounded gradients sCVX, local DP  E
DP-BREM . (@ L-smoothness
(Gu et al., 2025) O <5byzg2 + 5byz%) v Y Momentum buffers are i.i.d nCVX, central DP - E
PLS [earnin L-smoothness
. S N/A) v/ Vfix)— V/fi(x"¥) are sub-Gaussian sCVX, local DP P
(Xiang et al., 2023)
5 K Access to external non-private dataset
. 2/3
Byz-Clip21-SGD2M O (R + 1 ) L-smoothness
(Ours) P Vi Vowd | [ 1% v Y o-sub-Gaussian noise nCVX, local DP P
T VGe € | byz

(a) Here R := max;cg ||V fi(2") — g?H.

(¢) ¢? denotes the constant in the gradient dissimilarity assumption.

(e) The authors do not provide explicit bounds.

(b) Derived under the assumption Vd/\Gs > 1.

Experiments

(d) The provided rate contradicts the lower bound due to the unrealistic assumption that momentum buffers are i.i.d. distributed.

(f) In the general case, N' = LF" + (> + o(VLFY + (), where F' = f(2") — f*. In the presence of Byzantine adversaries only, N = , /5byzC2-
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Figure 1: Performance of Byz-Clip21-SGD2M, Byz-Clip-SGD, and Safe-DSHB when training CNN and MLP models on the MNIST dataset for different numbers of
Byzantine clients and privacy budgets, when Byzantine clients use IPM attack (two top lines) and Label Flip (bottom line).

Theoretical Analysis

Assumptions.
(A1) f;is L-smooth for all 7 € [n];

(A2) Vfi(x, &) is unbiased estimator of V f;(x) and
o-sub-Gaussian for all i € |n];

(A3) f* = inf egs f(z) > —00

(Ad) fi's satisty ¢ i IV filz) = V()P < ¢

The analysis uses the Lyapunov function

Theorem (Simplified)

The iterates of Byz-C11p21-SGD2M run with DP noise variance
o2 > 0 and (c, oy, )-robust aggregator satisfy with probability

at least 1 — « that
1 I-1

72 IVIE)P <O (Ao(R+ R?)),

N \/ Cdbyszw

VT
Ag = VLA(VLA + By + 0) = O(LF* + (* + o(VLEF" + ¢)

+ C5b

Corollary (Simplified)

With o, = © (g\/Tlog(%) log(%)), all iterations of
Byz-Clip21-SGD2M satisfy local (e,0)-DP with robustness-

privacy-utility trade-off bounded with probability at least 1 — «
as in the theorem above with

Special Cases. B
o if ¢ = 4y, = 0, the rate is O(Y1 + 9/VT)

~ 2/3
o if &y, > 0, the utility Ay - O (ﬂ/@ + (Vi va:) : ) which

recovers the results of (Islamov et al., 2025);
o if £ =0, the utility is O(Y/1 + /VT + ¢dyy,(?), which recovers
the results of (Karimireddy et al., 2020).

Main Challenges in the Analysis.
o RAgg induces a bias between ¢' and &> m/

o This bias scales multiplicatively with o, and coyy,

e No bounded gradients assumption = careful analysis is needed

e To address this, we treat clipping as a contractive compressor with
input-dependent contraction factor = high-probability analysis

e We prove by induction that the inputs to the clipping operator
remain bounded with high probability

e Obtaining polylog-dependence on the failure probability o hinges
on a careful decomposition of the noise terms,
each controlled via concentration inequalities



